MOHAM MAD YASI N Site: Mohammad Yasin | Cybersecurity Portfolio

. . Mail: yasinnadeemswiss@gmail.com
Cybersecurity / Web Security Linkedlin: www.linkedin.com/in/m1000z

(+41) 79 527 03 80

PROFESSIONAL SUMMARY

Computer Science undergraduate with a strong focus on web application security, vulnerability assessment, and
offensive security. Hands-on experience building an Al-powered web security platform with a browser extension,
performing vulnerability detection, and mapping findings to industry standards such as CWE and CVE. Certified in
web exploitation and actively developing practical security tools and vulnerable lab environments.

EDUCATION

Bachelor of Science in Computer Science (BSCS) Nov 2026
CERTIFICATION

Hack The Box — Certified Web Exploitation Specialist (CWES) 2 July 2025
WORK EXPERIENCE

IT Support Assistant (11ven Tech Yards) Islamabad, PAK (Hybrid)

May 2023 - Aug 2024

e Independently handled and resolved a high volume of remote technical support issues, building strong system-
level troubleshooting and root-cause analysis skills.

e Automated system administration tasks using PowerShell and batch scripting (log rotation, temp cleanup,
directory management), reducing manual workload by 25%.

e Applied scripting and systems knowledge to develop a deeper understanding of Windows internals later
leveraged in offensive security and post-exploitation workflows.

e Collaborated with technical teams to identify recurring issues, contributing to improved documentation and

e preventive security measures.

PROJECTS

Net Needle — Web Security Platform (Final Year Project)

Web Application + Browser Extension

e  Built a web-based vulnerability scanning platform with a browser extension for technology detection and contextual
security scans.

e Implemented an Al-guided backend to control scan depth and classify common web vulnerabilities (SQLi, XSS,
misconfigurations).

e Integrated CVE/CWE mapping and generated clear, actionable security reports via a cloud dashboard.

TECHNICAL SKILLS

Web Security: OWASP Top 10, SQL Injection, XSS, Authentication & Session Management
Tools: Burp Suite, basic Nmap, Linux command line

Programming: Python, JavaScript, SQL (basic scripting & understanding)

Systems: Linux, Windows fundamentals
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